
Name: Arnav Sahai                      UNI: as7483                   Date: 4/23/26​              Policy Memo 2  

1 

To: [CEO Name] 

From: Arnav Sahai, Chief Information Security Officer 

Date: April 23, 2026 

Re: Cloud as a Strategic Risk Decision: Re-Architecting for Secure Adoption or Non-Adoption 

Executive Summary 

Cloud adoption is a strategic risk that requires Board-level attention.1 It changes our dependency 

structure, resilience, and regulatory exposure. Migration increases risk if governance and controls 

do not keep pace. Recent breaches show that credential abuse, misconfiguration, third-party 

compromise, and business interruption are more likely with premature cloud adoption. 

Conditional adoption is recommended. The company should migrate workloads to the cloud only 

when management can show clear business value, strong shared responsibility, tested resilience, 

and acceptable provider concentration risk. If conditions not met, migration should be deferred. 

Why This Matters Now 

Cloud can enhance scalability, speed, and disaster recovery, but it also introduces risks through a 

shared ecosystem of providers, platforms, identity services, and managed partners. Governance 

responsibility remains with the company; only certain operational tasks transfer to the provider2. 

Recent DBIR findings show that stolen credentials, vulnerabilities, human error, and partner 

incidents are leading threats. BIS guidance also notes that third-party dependencies, unclear risk 

ownership, and limited recovery testing are common weaknesses in cyber resilience programs. 

2
 National Institute of Standards and Technology. (2024). The NIST Cybersecurity Framework (CSF) 2.0. 

Gaithersburg, MD: NIST. 

1
 Kaplan, R. S., & Mikes, A. (2012). Managing risks: A new framework. Harvard Business Review, 90(6), 

48–60. 
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Key Risks for the Board 

Shared responsibility gaps: Cloud providers secure physical infrastructure, while the company 

remains responsible for identity, data protection, configuration, and incident response. Unclear 

boundaries can create accountability gaps instead of improving resilience. 

Concentration and third-party dependency: Cloud migration increases reliance on a few 

providers and regions. For critical services, this creates operational resilience risks that Basel 

guidance requires firms to manage proactively.3 

Recovery and continuity risk: Recovery testing in cloud environments is often less mature than 

preventive controls. Outages from misconfiguration, failover gaps, or provider disruptions 

highlight the need for robust recovery architecture during migration. 

Skills and governance risk: NIST CSF 2.0 emphasizes governance and supply-chain risk in 

cyber risk management.4 Migrating without adequate investment in architecture and response 

capabilities increases enterprise risk. 

Recommended Position: Conditional Adoption (only if management can demonstrate) 

●​ A clear business rationale, such as resilience improvement, scalability, or faster delivery. 

●​ A documented shared-responsibility matrix that defines roles for the provider, internal 

teams, and managed service partners.5 

●​ Strong identity and access controls, including MFA, privileged access controls, and 

logging of administrative activity. 

5
 Palo Alto Networks. (2015). Navigating the digital age: The definitive cybersecurity guide for directors and 

officers (1st ed.). Santa Clara, CA: Palo Alto Networks. 

4
 National Association of Corporate Directors. (2017). Director's handbook on cyber-risk oversight. 

Washington, DC: NACD. 

3
 World Economic Forum. (2017). Advancing cyber resilience: Principles and tools for boards. Geneva, 

Switzerland: World Economic Forum. 
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●​ Tested backup, restoration, and failover processes against defined recovery objectives. 

●​ Acceptable concentration risk, including visibility into single-provider, single-region, and 

key vendor dependencies. 

●​ Contractual protections that address security expectations, incident notification, audit 

rights where feasible, and exit planning. 

If these conditions are not met, delay migration or keep selected workloads in hybrid or 

on-premises environments until the necessary controls and recovery capabilities are established. 

Proposed Board Actions 

1. Launch a 90-day cloud strategy and risk review 

Management should identify critical business services, classify workloads as cloud-suitable, 

hybrid, or on-premises, and assess the business impact of provider, identity, and regional failures, 

including regulatory constraints, third-party concentration, and exit options for critical services. 

2. Set minimum control gates before migration 

No critical workload should migrate until management demonstrates baseline controls for identity, 

logging, secrets management, encryption, configuration governance, backup immutability, and 

restoration testing. These controls must be in place before migration, not addressed afterward. 

3. Bring cloud risk into regular Board oversight 

Cloud risk should be included in enterprise risk management reporting. The Board should receive 

regular updates on migration status, residual risk, major third-party dependencies, recovery test 

outcomes, and material incidents. An annual independent review should confirm that the cloud 

program aligns with risk appetite and business strategy. 
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