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Summary  
 
In 2011, the Dutch Certificate Authority DigiNotar experienced a 
catastrophic cyber breach that resulted in the fraudulent 
issuance of hundreds of digital certificates. These certificates 
enabled a large-scale man-in-the-middle attack targeting Google 
accounts, primarily affecting users in Iran, and ultimately led 
to DigiNotar’s rapid bankruptcy. 
 
Context and Threat Actor 
 

●​ The attack primarily conducted espionage, not financial 
theft. 

●​ Over 298,000 unique IPs were affected; 95% were traced to 
Iran. 

●​ The threat actor remains unidentified, but evidence 
suggests a nation-state actor—most likely the Iranian 
government—due to the nature and target of the attack. 

●​ Motivations centered on intelligence gathering, with 
secondary impacts such as access to password-reset features 
for other platforms (Facebook, Twitter). 

●​ Fox-IT’s investigator Hans Hoogstraaten raised concerns 
that compromise of Gmail accounts could directly endanger 
Iranian dissidents. 
 

 
Discussion of the Incident 
 

●​ Timeline: 
○​ June 17, 2011: Initial access to DigiNotar's web 

servers. 
○​ July 2011: Detection and internal revocation of rogue 

certificates; browser vendors not notified. 
○​ August 27: First public evidence appears; a user from 

Iran posts about Google certificate warnings. 
○​ September 3: Dutch government seizes DigiNotar’s 

operations. 
○​ September 20: DigiNotar declared bankrupt. 



 
●​ Attack Path: 

○​ Exploited outdated DotNetNuke vulnerability to breach 
external servers. 

○​ Used compromised servers for “stepping stone” access 
into internal network, evading firewalls through 
exception tunneling (port 3389 via 443). 

○​ Gained access to certificate issuance systems; 
exploited design flaw by leveraging smartcards left 
inserted into netHSM hardware, allowing persistent 
activation of private keys. 

○​ Tampered with certificate serial number database to 
evade detection by DigiNotar’s integrity checks. 
 

●​ The man-in-the-middle attack used DNS cache poisoning, 
redirecting google.com traffic to attacker-controlled sites 
presenting fake but “trusted” DigiNotar certificates. 

 
 
Discussion of the Response 
 

●​ Chrome’s Certificate Pinning feature flagged the rogue 
certificate, alerting users and revealing the attack. 

●​ Browser vendors (Google, Mozilla, Microsoft, Apple) 
responded by revoking trust in DigiNotar certificates. 

○​ Initial revocation was partial to avoid breaking Dutch 
government sites. 

○​ Ultimately, all major browsers permanently distrusted 
DigiNotar, ending the company’s operations. 
 

●​ Long-term impact: 
○​ The incident accelerated adoption of stronger CA 

security standards (CAB Forum baseline requirements). 
○​ Technologies such as certificate pinning and 

transparency became industry norms. 
○​ Browser vendors solidified their role as gatekeepers 

of trust—later cases included distrust of CNNIC, 
WoSign, and Symantec for similar failures. 

○​ Revealed a significant gap in public understanding of 
digital certificate infrastructure. 
 

 
 

 



 

 


